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Abstract

In spite of their underlying values, big data now present enormous challenges as their
collection, processing and application are potentially susceptible to the legal risks under
Personal Information Protection Act (PIPA 2010) in Taiwan. By putting big data under the
analysis framework of PIPA, this paper notes that by taking into consideration the staggering
volume, velocity and variety claimed by big data and the enactment of PIPA, problems might
arise in a number of ways: (1) In terms of information disclosure, data collection and
processing would not meet the requirement of Article 8 and Article 9 of PIPA; (2) Data
controllers are very likely to breach the duty stipulated by Article 11 of PIPA, which is,
deleting and discontinuing to process or use when the specific purpose no longer exists or
contract period expires; (3) Some data collectors might fail to satisfy the specific purpose
requirement set by Article 19 of PIPA; (4) Data controllers might violate Article 20 of PIPA
at the first marketing action; (5) They also might not meet Article 54 of PIPA that requires a
notification may be given at the time where such personal information is first used.
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EEERNZ R ER AR EH R i bR - R EE
BRI RBFTREZ — - HEEEHEN - DR KEFLENERBEE - &
HEARA - IRAIRE T 25 A R L RIRIBEEL AT - R FE BB &R A ] Bk AYRRE -
HEAREE UG sm E = E RIS AL (A President’s Council of Advisors on Science and
Technology, 2014) - {(HE A Gm B EERHEMBITLE [ AN ERRES | iz
BRIAREFT A, -

FEAAMERVER 2P PTIEWZE 1361 4EHEEHY Justices of the Peace Act @ ZE/\{HAC
] & % & William Pitt F5R " ME B EINEHERINENZEMEEME - BERCT
{6 N\ ZE = ALRE (Territorial Privacy) HUBEE o 1M A FEALAMELE £ B] Warren and Brandeis
(1890) Wifii#¢%% " FBALME | (The Right to Privacy) 3& f& i H 52 28 R L E L BRIGZ B &
il (Langheinrich, 2001) * Brandeis B Warren E B R " N2 T HEAYRER] , (The
Right to be Let Alone) ° RFRALMEREE S AV EE - BURMECROIT Y28 A % UIFHE -
1930 FFALEENERLME (Communication Privacy) frag I &AM EIEE - F] 1960 K 70 4
AN ERZFA (Information Privacy) HYCREE M Al Ry — {8 25 SERUHIES o TEREIRYERTFD
(Hesse) 1£ 1970 5T & & —AEE B #E L - SLBIAITE 1974 F-H1E LBIRALREE
Z& (US Privacy Act of 1974) » MR R B & (REETLIEMU R BOBRRY AP E N E B HER]
(Fair Information Practices Principles; FIPPs) » {H & E BB HMETLEINZ B AEEE
LEJF Al (Langheinrich, 2001) » /& 1980 B FEAL T ZE S Eflf#% (OECD) R FIPPs
HREI - 315 1 OBCD WY(EEFRALIRFEXER] » 7 1995 FBURHIZ I E N IRFENE S (The
European Union’s Directive 95/46/EC) » {rFE(E N &Rk R H DL B R By fER] - 5%

B2 TE 1998 FFAR - 2 N E R R HIGCry BAZM - BUREIRETE S ERVIR
[A7 (Explicit Consent) » fiURy {5 FH B R FRAE N BRI HYEASHTHE o B Faltm] 50 - FEALRE
HYE FetRbEnt & B OB M L - e T RS2 THEAURER] | DRy TR A
AR AEArFEAE A& FNEIRER] , (Westin, 1968; Langheinrich, 2001) ° ol PRSI
AIEXEFEN RS A AR (ANREIEE ) LEEFEENZEMES - FADURGER
Ah oL FEAKER] -

WS 2 B iR AL R R Bl - R EEAR LR 40 BR A HT VB R A -
1990 Z£ 2000 [ » & B2 1K I S5 8 & 07 58 [l F e ol o B B A B AR Sy - 152 e
WA LRI HER S S B ATE R E 2 AR (The Notice Principle) BE R E =

2 & google Y Big data —&d IR 95,800,000 HEFLERE (W HE R 2016 426 H 30 H) » A E
HEFIFEE -

94



SEREERE F27 5528 0

NZEFE[FHA] (The Choice Principle) 55 » 5FH2 7 ERUEENE - EELE S Bt g alif@
NHITEFBEHE (Cate, 2006) » EHRNTLAIRGE - AL FH2 G E'E B ik & 2@ A s
Fl (Cate, 2006) ° [LAN - FFZER T ERVE T OB R EEMEF] - BEERERESE
NREFIRIASE SR - W AT A LRI (Cate, 2006) » thZREA(E N\ &R R EHE
PEIEIFE 2R - SEEEETLEERET - &% FryE(b - R TR R 5
R [E HMEE - SAARBEE LT ZILEERE " 28 S, - (HEEEREAAZ
TR, BN E R gRELE ] ERI R (E SRS -

WEE " EEEEEANERREE , (DLMEEE) 1995 5L ER - 18
2010 FARIREIEME SR "EAERR#EE ) (DLUMEEEEETE) % TiniE
FH ¥ G 8 e B g P I A Ao cE (BIEE] - 2005) » FF S HE B S B RS R E
FMEAE R RAE S 2 B o @ AR IRBUEE LR SO 2 (0385 ~ BREL ~ 28
{2~ ZEEHERINT/DEE - 2005 5 5 1E5% - 2008 5 £575H 0 2010 5 AR » 2005 ;5 =T HE -
2010 ; PAF55E » 2011 5 YEZEEM - 2012 %) - (HEREBEEERIZEE « BEREEF]HE
anfereE A RBIER T EE AR E - BIEEEET R « RIASCEZEHR - BIfER 47
FIENTEHERR AR EEER 2 « EHEEH A - EIREFRITEE SR N 2 wEE T
fiRE o
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& ~ EIMBIVEERESEREIDES!

— ~ R S TR OECD

1980 4 OECD Bijt " tRFEFSALAIME N E RS BV E RS AT ) K A &R IR
JERI - e Ry 1. BASORAN ~ 2. (B N Z2 BRI ~ 3. FARAN ~ 4. fEFIRRSIEA] ~ 5. &k
o R ~ 6. FEERGIFEA] ~ 7. Kok HAVELZ 2 [ AJZ% (Organization for Economic
Co-operation and Development, 1980) » i 7% Bi{lE & (R F#E LML T I (RAFTE - %45
AL AN R DA B H e s e e i R A S A - S S 5 B e St T T A © 1999 4F OECD
A T BTGB REIREFEA] - BEOREFEE TR EE R 1980 T HRE
H , B T IR AL RIEE 5 ) ARIEERIARE ZHE (Organization for Economic

Co-operation and Development, 1999) -
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1995 FBAHIE " EANERHRERRS ) - BERES NHHEE 2 i FHE
FZERANME - R EBEERER " NETHE] - EEEEEBRTEERREREEZ
taE - HE A A HEZEE - FE L R R - BIGEANLL - /R thFIUS
AANFE » BARA O] REBERR Z MR (Buropean Union, 1995) ° 5545 » 5%¥5< Article 25
(4) P REBON 2 B i 7] DARR ¥ & (o 2R BOER (R EIRYE Z B - 2R 2
BRI & R R R E OS2 B 1T » B WU E B DABS AL OR G Ry BLRR 2 (E & R
FERRE o 2012 FEWIEEEZE B G HE AN ERMRESCE T EE - DUEERERIRE R0 - #F
& AR R E R RIERE - EIERE - WOBTHE - nTHEm R SCE N R R TE e
(European Commission, 2012) « sZI0H T E— KRB - 2GR EGRS T HoESHE
(Right to be Forgotten) (b fy—IHEBG{E & - HRSHIRFRA B EE LAY
PRERBHE ) o RIBHIEMES] - BRESR AHRORERSEREE ZMNE - AT
B O MR R A A HAE R 5 ~ P 8 (& CoE R R DL B kR
HAEEVERY - PRAEGEAR N EARES BUAERF A At - DURE R AIAN - A HEERE
RE B EM B EE & (European Commission, 2012) ©

= WEER — R

EBIERLEVICIAR 19 AR R - EBEITIE B EE R E AL AR5
HH&E BRI BEREREFEARBL - 552 @ HERELEBRE OBAER A
FEALIRE - BHE AR (REERVE N R E L H H 2 (R - EBIEE (REFIE - LA
BIEEI P B T R BERRE - 1977 4F Whalen v. Roe —% » DU HlR 2= - #KE
FEALRE S (ERE R AL B IR B AL - HIRSEE AR — BN EERAAM S S
PR -

BATEA G - EEJe®REAM T A (EH#E % ) (Fair Credit Reporting Act,
Federal Government (1970)) H2 " B#FSEEFLMEE: | (Privacy Act of 1974)* » FA 1970 455831
Z VA EREEE ) - BEREIRERAGHENERE - ERVIAREEER
LR EAEHEFETIFE - el rmsseE - HRENSEFRKAEAENGE
FEME A RENHE - MFEIUSFHERFE - BIERR~&E 1996 F5l 2003 F /[ X E
il RIBEEIRAE - HEEHHAMBEZREEFHIERE - BHBGRILE « TH
B0~ EREARIT ~ TR SRR (EE T DAHERR - 2B E e SR & - TR
EIEE 6 R UBURMEE R AR Z RS ° -

4 EEfL 1974 4 (ERFSEEALAAEER) B DARGIBFIBUFTEFIE NG A - BEASCESRRF - L
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96



SEREERE F27 5528 0

FEHE S B E E RPN EE R - AR ARMEN - MRS
HITESKEGIHE SRR - HRHEEE - (EHRS ZHEMATEEEEEH®R - T aedil
EE R AR - BRAHERHE RSN » BRLEEE TTEF E B IRAEEZ
E& REEI LR &G - BRI SR T 1986 B T H (S [E L% , (Electronic Communications
Privacy Act; ECPA) Bl 1996 4 T i FE{Rlg BBl &5 (1145 | (Health Insurance Portability
and Accountability Act; HIPAA) ° 1999 £ " Rl R #5F R Li£ZE | (Gramm Leach-Bliley
Act; GLBA) @ ZUR<p AR st KA EBCRIAME S AIeRHE S - fHE & H HEE
B [FIEEE ZHIE -

PR B ST - 1970 FAXHY FIPPs Ry 36 B (i & R il 5 2 B - EBIRGH AR IR
1997 #An " EHIFRBALE GRS L - REBRDITER R TEZ (HE RERTIZE
EERRE - 2012 FHEZMBBEBEEREL RS - FENEEERFBREERL
REERTZENE - AR ENHE B EELEHIN - BAMBEEFERE - (FEHEE - AN
Wi 2R [HE BN - R TE TR - SEEREEEESZ
3 JESEBEHMAHEEEEZETRER  fEaEEENEEHERT - DU
REWEREE o ZZERIREIER BAS A - (ER 7 — A% R A » O EESEEHEEEE

& PR WA — 00 - (EERETTSE - el TR IAIRE - FHIDISEREE
Fo - BHEERBALRYHE AZ BRIEE T LUEWH -

HHEEERRES - ZEEMEI MM ZES (PCAST) » R 2014 F412
T EEEREEA RS PR DL T BRIRIBIEE ) EASER  REEE
B R REEECAEGRE - RIERPCRE VEEFEEEER B EMAMSE - [
HE AR T (EE R A - mIREE R R HIE R T (PCAST, 2014) - 2014 4
EFERERMEEERHEE - SEE RER TR E TS E R E A BAAEE - £
fEREE 2 B EE R EE I FHEE S /E 3 (Executive Office of the President, 2014) ©

PY ~ KPETE R — TERYEL A
(=) #HA
TERIE R (& PRAE LR SCEE - EEERA— 1B - 1970 FIERIFF 2 —RY R
HrF (Hesse) Hil%E 1 {528 — BB EE CRAER ST - 1977 5 T SRR ANE N ERHREE |
RUER R ¢ HOL% HAVTE R R (E N\ BB B e th (6 & R AL R E - BlEsE T
R EEE R AT Ry (FF30F8 0 2001) < 1983 R E R E b ARG EMmZ T A

6 2K German Government (1977) °
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MREAAE | EBEE > B E AR R EREEEE LR AN ERE
EHUE - BZAIPE | ANERNE R - R T (S R AT

FTEE & ANV Pt - B (E R AASHES — T - (i REEHEE REF (E IR H] -
(& AR A7 % B PR S - Bl B RS E A B E E R FFEEE RS E A
g2 ERK (8 E R » 2006) - BIREEE RE ISP ERES - EEET T —
il NASHE | 2 R B S B PR AL REREDR 2R (DL » 33 B 1 P AL RE R S ) A A8 REEE S EEARY
B EE BERERL S BRI K - & R NS BB 2 AHRER 7 - BB AL Z A
HE > FERR AR HER R (EE (WSS > 2007) - KB IERE A(EE 2 fEs ]
ARRE - 1990 £ " A ANERHMRREE | RIMHA - SRR EBRERT - BEERERTLTS
JFH] - S EEER] - EIERA] - BHAEERR] - Z2 2R 2B R I B )
FAIFHI S -

(=) BXR

HAMEANERHMAE LS 162 1973 FEET "R GREE T EREE Z[EAE
ARG, H AR OB 2 8 (R R R B R B B T LU & 2 EUEAHRE - (R
FALIRIE MRS R & 2 ARSI - BUT B M EHE & (R 2 Bl H s % - by
=T TERTBERHEFEMEELERE AN R#EE  TEAERGE , F
HEIABAEIEAT - FEATIACES - HABUTZE IR (EE (RER SRR - T EAZR
Rk, TITBURRE AN ENREE ) DO T 1T BRI A & AN R i S T T Y
2 FHL 2003 4 5 HAAMEE HAREER - T4 0 ARDUE KRR E SRR I
DAEBFI B TR R 7 (S (R R R AR IE PR - 2014 4 - HABFBItGSHH EE
ERHEHEE 2 HREE - BEEAERAE AN B R A T - R EBE TZEEE
NIEIERET DARE] » i3t FUE BURE & & #ls -

H A (R U B E ] (PR RLRETE &) BHECYH ((HE(R#E TR ) SiKE
HERFGRE T HERE - BRSNS FEE TR R R (588 - FRF51TEE
FHEPER M G E TR - A RS SRS - EEEMSE L - BEM
KEEFARBIZAT - [FIEE TEBIER . - 540 HASEHIEABHEB Z(EERE - £
EAFIF - Rk B ARARE(LIE AT ~ FIIFHPRSBIER] - EERHFA] - BRI AT IERERA]
LR A ABHEAI - TR EASIEIE DR - ST - SE
R RIS & H AR B R (R 5 A At R FEER AR E - RIS T TR E S
TEHZE AT LEE R EEYE - SE R EE R E 5 R EZ Sk - 7
FHEHH PR AL R RS (R B A I - g KRR (B
0 2006) - [FIRFREF RO R EE AS 2 BUE G A An 2 B EE - DAZEHIE & (R S 1

(R > 2012) - B ZBRERIR @ SiNEE GREMAEHTS - (HH AR Z(EEREEE
Rt - ARy B BRI T A -
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To MR R UK PR R A6 O Ll

e B 5 18 {18 5 PR GE IR ] 383 - ERE R RBIFR TR Z HAY - 2 DUREEE AR
fAFTFIZERA AR E - R EHEE REE AR GRE R 28 - Ak T
FOREALE o BN T BRRLE ) F o REEERBEZFAGRELES ~ M5~ B~ mA - AT
WS~ M R ASIRIRILEE - JLFTE R MR ELA T35, Z&ERNE - S ENLE
REEFTME Z (B KRN - BRI 2 DUME AN BB R A SR L - 20HA T [ A& RE
2 B T AR (B R RTE R, (FgRENE - 2005) - BEIERARIELZ LR -
HOEEREEFRR T HEVGE ) B i T EIERTUEE T BE o (ERRFETE
FEAMEE - RICELZER R LETE - HILAE EEAERIRTFBUFH AR
SR RIE (HRHhR - 2007) o KEEEREIZGH EEEEE BE R « HHRER
HITEHE - 2 - PROEMHE GEAREELREHME) S0 - MIPRRES 2 EIRH 2= 5 (7%
wE AN (FL2EE > 2009)

HEER B Z R B AL - DAL G R 208 (BRE > 2007) - REEFRAISRGH
BEE (BRAL - 2008) - DAAASHEEE G R 20 - DA BB R IRAMEEE K - DISEER
REZEERRRFEFTF AL - EZR DAL E At R HFE R - 1 E & w5 Bl
BEEZES - M EEREALE ZERE - EH R EERGBRTESER - a2 5
JRCZE R - e B RS AL PR RS % £ B R E AP TR R A B 1 55 B R k. (BR
AT > 2000) o DAEEIR AR KRR RBIZR - REGEEEZILE - SHEEmERS
Rt 2 EARANRET DL m AR - REEFHEES (HEEL > 2007) < DL T HEETSHE
Rl - REEFABEE G HEARE " HoE TR, - EEERERFAEK - Fi S EH
BN THOETHE ) Z B (AR > 2013) - HEREEERLZPREL - KRR ILEVIE
WAL EE B B E - FEBIERIE R A AR B ERILEA ] - A B R R e A S
NERHRGE 2 2R iR IR -

2 - EE8RHEERETE
EEEHEMAEENS B  HEEEHE/ NEEREHEANRE - AJRENTEES
FPARRRE - EEBHEEE R m I - DLV NEER R EREEEE
& W EAER ERONEE - 2LET AR REAT T

-~ RO A 2 R 2
(=) RE&REN AR

RIS AR R B AR HIR, - AEE S T AEE ) (FR
BLH - CASERAN L Z0R BN (E AR - (i T RE e R DRt
(R TARERRIL - 5/ NREPRITS (L - SEBEE LR FMAN L - A RER S
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HANZEFECNFE - (BEEEERIFAT - fEE AR E R G MEEE R - AR
AR R ERE T BB T - FASE N EERRE BB R L ZER - KES
A L R R B ENRE - FE R T EAGE IR E A - MHE T S A4 B T R
553 5 G 6 EE & REZER - T ARIE AR PRELELE{Z (Mayer-Schonberger and
Cukier, 2013) °
(=) F¥RERFHER

EEERIRAEE RN TRErE RN - R EBRE N\ EARENZRE - B
Rt (i E H AR BN - 51 2 Rl A& 2 R P T - HEZ0R
RTREEDREARS  SEHNER ANSLIER  HEEZRFREMEZINK -
H#E - HEARSEL(FRROEEEFRHREENSE - HERESEAMS » T
{3 A7 AL B HAE (R F I B 7% - B ARE R E F AR EEREN - AlTRER1T
FEF IR -

> BEREPEEE 2 iR

ZE B PCAST {7 3:[A] EJ& John Holdren B Eric Lander * A 2014 4 5 HEf& K
Higaffat - " ERERRAEIE A BAERE R ARIPRE - IRE B EERE
HAFTERIZ BEEREE SRR | (PCAST, 2014) - BB EEER
BUNE BRI AER REE SRNE - 2R (£E PCAST &Efa - HHEETH
EF AL, T AIE R | ROEAEEANE - BEENFEEEHIERRNER -

S FE BT 35 {18 PR R VLR B s S AT R A BB (EE R IR E R - B REE RN
7 o B I (R D N R B by L B+ PRIy 1 A S A
®RAEH TR EEE AR - EEE LA E A AT - EEEEER/NE
BRI AN ERIEE - M T ORI ERGEERT 2 N 7 - BEEim B EEREATRY
PR PR EE A -

FETEEEERGN > BRAEERC A IRNER " msE, RERET
FKA0 PCAST (2014) Arfi B =& RHYFEEE - E2#F “from sensors in everything from phones
to parking lots” » EEE R E R EEF T NE o [/ ¥HE S S EUH| I (E & Y
2T R BE I EE R E R AT REE AR SR T R - PN E R 8 fhe
HRAFIBHERRE - AR EEERAEEQCHE 288 - 1 E2EE AT AIEER
TEFT  (AFT from sensors in everything ) » HEE _FARAMEE R —HFTHEHE AN FE
REELTHEE - AISESEaE A - B R B TR R Rl BRI -

7 EEEHER 2010 4L - (HA R FEBERE R - ZEEZ 2012 4F 10 A 1 HAIEETT - (HEHRE
R IER SIS 6 R ES 54 1606 5C - HIl—EE WS mAS I R FIRFHELT -
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DL EER 2R T & RER/ DNEERIFAT - hEF N 2EMmME - (HEEE
EREM Faig e HEZR M - St 2R EE PCAST Hi¥E g R E - & Hagg
A BUT B2 400 i T o SR JiA (I8 & (5 FH USSR (Outcomes) » AN 2 — R B A0 {A] 5 FH
(How) {H&EHIFLFFRET (PCAST, 2014)® - Mayer-Schonberger and Cukier (2013) t2f2H{fH
[FIRE T - &5 AW R N EEEREMN - #0E 2 AR ORI PR -

£2 - ESEEREARKEES A N EAEDHT
— ~ ERE R B R P 2 L T 47

FREE&E L2208 APEC BEALAE R FE 2L (APEC Privacy Framework) HJ3E 15 Al (The
Notice Principle) 223K ° » JAEE LS 8 RS | MU EERDEES » B E S A EEHE
NERHEE - SHAE RN E S NS AIERME RS TE - O - EEER -~ (#
NERHER ~ B AERFI A ZHAR ~ & - SR G BEFEAMRE=GFHE © BT
i 2 HEF e 70 BB AMG B HE R IR A N SRR S s o S - DRFEER
EHEAN TR BIRER] (52<F2 - 2012) - HBRERGEEE - AR 9 555 1 IHHUE »
JEFA R B R - RETTEA1E 8 58 1| THFTYIZEEIE » HalDfEH B SR %
NEAIH (ATEZGETHHE ) B - OFRDRESRIETAT (E&EEEE 9 k) - (EEHEEEE
IEREFTRTE SR SE A N &R - (EE A 54 kT E - FFHE S AR AE
B WHEEERBESC AT B - PREEECH BT ESERCE R BB R
PREISFED " -

P EEEHEAR LR RS (EDUEZE LSS 8 el 19 RFHRSCGEH 2 - 2LLT =
SR ) B O EEBATIRERGIERET - BT DIHEAN ARG » R/ NEE R
EEMET  DIEHERIEDEE E N E— R ERTESE - (/N EERFGE I —
Kl - EIREE AR EMTEE RSB T Ik - AEEEREAERSEEREL
SREE 1 HERPRIFEZ SR % - I DL T BEFRE ) BATHREEHEIT - $RRE
MEEEE L AR EREAERNEEEREE NS - EFRZE—SHEREEA
BHANE HOE A ERYREE -

8 PCAST recommends that policy focus primarily on whether specific uses of information about people
affect privacy adversely. It also recommends that policy focus on outcomes, on the “what” rather than the
“how.”

9 2K APEC Privacy Framework, para. 15. Available at http://publications.apec.org/publication-detail.
php?pub_id=390 -

10 E = G EAE A BEMRARERUET 2 TYIRER] - N ETEEM DR RIIREZ « — « Z3EGE

aH
SRBIEE - = BEREGEEEAR - = - F5RMWMIFCEEEIE - VY ~ 5RIFIETELSE ~ FEBIEAIA - 70 58
SRR -

11 AREEFEE RS I ERER - (TS B A - ARG R SRR AR T - BB S
BIEMGRSCRITIEBE R - MRS LEBEfE IR 2015 47 12 5 30 HAEMR AR Z &S -
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BES - FEEDRPLSENS - RIS 19 GREMEEERS T HFE B ) TR - 25717
RS 8 BRI TN LR A ZOR  SRAKER 0 IEMBET SR Fr A 2 (B
N B R AR R P A 7 AR R DR AR RLACERE -
SHER  GIER - LTSRS MRS - EREREE T - R
TRHPTIEZ HITE ? SUR TR SR N - OB AR R Ll
SRR -

TEFEAREORNES » R ALE  BIVETLEN & IR (AR 2 B
FAREEN IR REET - £ JORER BRI A - A
Lok TR EUSIR 25 SR » 5 BRSSO - (BN R
SUBERIE (E SRE  SEEAR AL A RO - F R RS - T
o DR AR M50 T AERE - {0 TR A T REAE 2 B T
DASFSEA ] - — L (BRI - BRI F 6 MG R bR
FIML(BZE H 2 ST S AT RO A 2 I T FNS 30 (B
HRERE -

ASCOLRy - EERTEDRLZME - NEBE L H AR - SRS 8 1565 2
2 LR S - TS RT3 A I8 8 S 1 R EOIR - 2%
MR BT - DU 19 1650 | A B2 IR R AR - TR A (LB 2 B
B2 » I - 25RHT O IR SR b AT - 0 P DR B
B O 19 BESS 1 AR S B - TSLLUE I LALORER AR 8 AR | A RCHH -
AL FIE SRS BB P a0 - 5 B G AR P A B - IR
FIZ R BT » 25 AU B R AR 19 BR55 1 TR 5 B AR
(A2 A - DL TR ERAREMR S - TR - SEEH ST
RER IR AZEREZ S - AR 9 (RIMBENE - MRIRA T8 9 1658 2 8%
Py AT 51 PR 2 0 5 I D SRR (A 2 S A -

b EEREDR MR ERLRIEOR - IR (R (B AR - A1
SRR BB — TREEN, - ERERS 19 1 | HERIYZ— - HiE
HAELEE - AU 8 (5 | TS ECIRL S - I RERR R A E R
G SIS B2 ¢ BT ISR A ZOR - R 9 68 208
ERZIIG - VAR IRE S E JCRUFRI - [0 A 45 S AR A8 8 2 1
TS | S B - AR R T T - A E R ORI -

Iy

— -~ ERERERG RN @ E T
EANER A EE RERITIHES - HREEEREETKHR - HANHERD
R B ERHE B GETTITSEE) - (B RER 20 -5 2 THMUE B 3 AR IERRTT i
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Summary

In spite of their underlying values, big data application now presents a unique challenge
to the world of practice and research alike. This is because the talk of privacy and personality
rights has become an increasing focus of governments and international organizations,
resulting in successive pieces of legislation that expand their jurisdictional turf to include
both privacy and personality rights. Thereby, the utilization of big data, i.e., their collection,
processing and application, are potentially susceptible to the legal risks of impinging on both
rights.

A glance over a series of important countries across the world would reveal the fact that
there is a split of opinion between jurisdictions with common law systems and those with
civil law systems on the issue of personal information protection. Free flow of personal
information is apt to gain more support in countries with common law systems where
efficient ideas are gaining ground, allowing for such regulations to be promulgated, which
can contribute to the staggering development of big data analysis among these countries.
But such opinion does not carry over to civil law systems where the deep-seated respect for
personal information protection persists and drives the governments’ regulatory zeal. Taiwan,
which also falls into this category, frames this question in a similar vein and thereby
encounters snags in wide application of big data analysis.

To date, however, those policy recipes with privacy protection occupying the central
place have brought the governments an awkward position, as they might fall behind the pace
of scientific and social development, which is currently the case in Taiwan. The whole
society have undergone significant changes in the past decades, not only in relation to
changes promoted by the advent of concepts associated with big data, but also in relation to
the changes stemming from the exponential rise in the adoption of big data collection and
processing technologies within the business circles. Regrettably, those legal perspectives
with their predominant focus on such high-profile issue as privacy right protection appear in

many cases too antithetical to big data applications and have increasingly been recognized as
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a pertinent factor that stands in the way of progress on big data analysis.

This paper, by carefully examining relevant articles of Personal Information Protection
Act 2010 in Taiwan, and the legal challenges faced by the collection, processing and
utilization of personal big data, followed by the introduction and implementation of these
articles; notes that the following number of potential practical problems might beset big data
applications within the context of current Personal Information Protection Act 2010: (1) In
terms of information disclosure, data collection and processing would not meet the
requirement of Article 8 and Article 9 of PIPA; (2) Data controllers are very likely to breach
the duty stipulated by Article 11 of PIPA, which is, deleting and discontinuing to process or
use when the specific purpose no longer exists or contract period expires; (3) Some data
collectors might fail to satisfy the specific purpose requirement set by Article 19 of PIPA; (4)
Data controllers might violate Article 20 of PIPA at the first marketing action; (5) They also
might not to meet Article 54 of PIPA which requires a notification to be given at the time
where such personal information is first used.

To further illustrate the point, a variety of big data application examples are exploited,
mapped and analyzed in this paper. Interestingly, most of these examples in this paper draw
on the American experience, a country where personal information protection rules are
applied less stringently and thus encourages, rather than inhibit, big data analysis. Another
message conveyed by this analysis relate to industry type. Stated specifically, big data
analysis has very broad application to a diverse range of information processing
circumstances. Besides, financial and insurance sectors have also echoed this trend, leading
to rapid proliferation of big data applications as compared to other industries.

Among half of the examples, personal information have come to rest in the hands of
data processors, heightening the importance of having particular personal information
protection framework in place for dealing with big data applications. Moreover, the legal
appropriateness of big data collection, processing and utilization behind these examples has
also been placed under the spotlight and the result points out a disturbingly high propensity
of data breach, given the absence of ex ante approval of information owners and the lack of
ex ante notification of data collectors in most examples. On the other hand, the rise of big
data analysis inside domestic institutions also merits attention. As the specific case study
stands, the requirements set by the Personal Information Protection Act 2010 have actually
been poorly attended to, sometimes even left out of account in practice. The foregoing
sample analysis and case study might have some inherent limitations; the relative small

sample scale, for instance, could impair the effectiveness of the results. But such endeavors
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prove to be enlightening in that they provide a relatively realistic picture of big data
applications involving personal information and in that they offer an in-depth refection on
major enforcement obstacles confronted by Personal Information Protection Act.

Largely determined by its fundamental nature and defining features, the big data
architecture inherently contrasts with Personal Information Protection Act, and consequently,
data breach seems to be a real and easy possibility. Avoidance might be a proper method of
handling risk for the present moment when gaps between rules and reality still remain. To be
specific, since many relevant legal concepts are still awaiting further scrutiny and
classification, avoiding the use of personal information might to some extent appease
un-secured data controllers. As for those institutions with abundant personal information, the
way forward might be information de-identification, a necessary first step in the right
direction to prevent running into data breach problems by virtue of escaping the rigor of
Personal Information Protection Act without losing track of the economic values deeply
embedded in personal information. With respect to new information collection, both renewed
and specially-designed collection process and approaches are in great need to lend legitimacy
to such data and to come to grips with the potential legal risks posed by data breach.

Both civil law systems and common law systems offer certain strengths and entail
certain disadvantages. The enormous social benefits provided by personal information
protection must be recognized. But such benefits might be easily obscured by too many
restrictions resulting from the legislators’ single-minded focus on personal information
protection, which gives little room for the development of big data analysis. Germany and
Japan are receiving positive international appraisal for their efforts to protect personal
information. It is fairly understandable that Taiwan chose to follow a similar pattern to these
two countries regarding personal information protection as Taiwan bears much resemblance
to Germany and Japan in view of legal system. However, there presently exists a global
impetus to promote big data applications; current personal information protection rules
indeed fails to capture the power of big data applications, thus building the case for further
improvement is necessary. In order to seize the opportunities and meet the challenges
associated with big data, American legislators’ attitude on information free-flow could
profitably be taken on board when revisiting this issue. This paper, hoping to advance
rational utilization of big data while managing potential conflicts and finding the right
balance between efficiency and fairness in the meantime, proposes a radical shift towards
utilizer accountability approach, complemented with well-performed right relief

mechanisms, rather than right-claiming on the part of information owners.
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